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Outline

= The e-record

= What's involved in managing e-records?
= Where do we start?

= How do we classify?

= How do we proceed?

= How do we succeed?




Systemscop

Information Management and Transformation Partnerships

What is a record?

First of all, a record is a record regardless of the medium

Records are information resources of business value that are created
or acquired because they enable decision-making and delivery of
programs, services and on%omg operations, and support
departmental reporting, performance and accountability requirements

They may include direct evidence of

— decision-making (meeting minutes, briefing notes, tribunal
documents, notices, strategic planning)

— service delivery (licenses, business transactions and inspection
reports) and

— performance reporting (MAF reports)
as well as

— supporting contextual information (project management,
research, correspondence and discussions, data analysis)
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Some e-record formats

* output from desktop applications, such as office
suites

e e-malls

* images

 audio/video

* electronic forms

 data elements in structured databases

e transaction records

e web PAJES (including text, image and style sheet components)
* content in wikis and blogs etc.
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What we need to do

* |dentify e-records that are created or collected during
the normal course of business

* |dentify business systems that hold e-records

* Develop standards and processes to ensure we can
demonstrate an e-record’s authenticity, integrity,
reliability and usability

* |dentify and address gaps
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Conceptual View

Program/Service View

Records Management Viewpoint

Applications View

Organization View
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Where do we start?

1. Choose a key business activity/group and identify
main process steps

2. |dentify the e-records and where they are

3. Start with electronic documents . . .
4. Classify them
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Classification Design Options

= Subject based

Traditionally used for paper records classification

= Easy to align subject and block numeric code for records
classification but when applied by many users can break down

=  Controlled subject terms used for search

= Function/business based

Now adopted by governments for records classification

= LAC’s Business Activity Structure Classification System
(BASCS)

= hard to agree on meaningful and precise categories
at sub-function and activity levels

= Business Classification System (BCS aligned with PAA and
pioneered at IC)

= attracting a lot of interest

= Social tagging

User-generated categories or keywords to aid individual and group
retrieval

= Integrated

= Subject )

=  Function

) Kﬁm?rds - A set of common organizing elements
= Date

=  Type

= Format
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Common Information Characteristics

Program Activity
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Core Metadata

Identification

Name/Title Provides the label by which an information resource is known and hence provides key
terms for identification, resources discovery, sorting and analysis.
Keywords Allows users to identify the resource in ways that make sense for them

Classification

Business activity
(PAA/file plan)

Identifies the function that the information supports. Used for resource discovery and
aggregation, sorting and analysis; and to gather information for central agency
performance reporting.

Subject
(Business Object)

Identifies the high-level topic of the resource or the business object, on which the
business activity is performed. Used for resource discovery and to aggregate and share
information about a subject across business groups.

Business group

Identifies the business unit that is responsible for the accuracy, integrity and currency of
the information. Used for administrative, audit, accountability and search functions.

Stewardship

Author/Receiver/Trustee

The name of the person primarily responsible for the content and/or for the stewardship
of the record. Used to support an audit trail, ensure accountability and facilitate retrieval
of the record.

Date
created/received/modified

Used for information life cycle management and audit trail functions and to help establish
the authenticity and integrity of the content.

Security level

Used to identify information that requires special handling and access permissions.

Format Used to determine the software, hardware or other equipment needed to display or
operate the resource. Supports digital continuity plans that enable the usability of a
resource over time.

Type Used to apply common templates, business and processing rules, as well as to provide

contextual information about the resource and facilitate retrieval.
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Business Classification Scheme

P Strategic Outcome

Department level
business categories

A Program Activity

Records Retention and
Disposition applied here

Business Output
(product or service a branch
is mandated to deliver)

1

...orhere —

Sub-Output
(steps, divisions, or key tasks
of a Business Output)

= Branch level

11
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Retention considered. ..

= With a faceted approach, by applying business
rules

Business activity +  Subject + Date (+ Type + Business group + ...

12
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Using Document Properties

Selection

Captured automatically

'

from pick

lists
(based on —
business line)

StrategyReport.v.2.1A.doc Properties m

StrategyReport.v.2.1A.doc Properties ﬁ
General | Summary | Statistics | Contents | Custom |
Title: Enterprise Information Management Strategy‘/
m&micies, standards, guidelines and architectures
Author: Information Managment Branch A/
Manager:
Company:

Use for
nActi vi

Encourage-/
nsoci al

" N
COEqOTY. A

t Ee*iwor@:

int@ratinn, collaboration, knowledge sharing

Hyperlink .
e g g S O

Template:  Proposal_Report.dot

D Save preview picture

oK I l Cancel

| Summary | Statistics | Contents | Custom |

5 B StrategyReport.v.2.1A.doc

Type: Microsoft Word 97-2003 Document
Location: L:\Client Projects\Natural Resources Canada\IM Str
Size: 2.91MB (3,061,760 bytes)

MS-DOS name: STRATE~2.DOC

Created: Tuesday, June 12, 2007 9:20:52 AM
Modified: Tuesday, June 12, 2007 9:51:57 AM
Accessed: Wednesday, August 15, 2007 9:29:55 AM
Attributes: Read only Hidden
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Customize?

Document Properties

Title:
Author:
Organization:

Business
activity:
Subject:

Keywords:

Comments:

Created:
Modified:
Type:
Format:
Recorc

Wind Energy in Canada

John Smith
CANMET Energy Technology Centre

Renewable energy programs

Power generation

Wind Energy Institute of Canada, Small
Wind Turbine Systems, Large Wind
Turbine Systems, Remote
Communities, Cold climates

This document provides the content
for the Wind Energy page on the
CANMET web site

200612 11
2008 09 24

Report
Microsoft Word 97- 2003 Document

Date: Security level: UNC
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Conditions for Success

= Common, accessible document repositories are used to store all
information

— shared file servers or document management systems, such as Sharepoint

= Enterprise search is implemented

— to retrieve, categorize and rank information resources based on a set of learned or
custom-configured algorithms and business rules

— minimize need for user input of metadata

= Culture change is embraced
— to track, acknowledge and reward user/group participation in information classification

15
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Benefits

= (lassification is simplified
— High-level terms
— No deep classification structure

» |tis easily applied with minimal effort from users
— Much of it is automatically applied

= (lassification is carried with the information object and NOT with a

file structure

— If desired, existing file structures can be maintained

— Migration to a common repository with structures aligned to the functional or subject
classification can be easily automated

» |nformation access and collaboration capabilities are significantly
iImproved across the enterprise

16
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REMINDER: Must be able to demonstrate

= Authenticity, Integrity, Reliability, Usability — in other words, an
e-record . . .

IS what it purports to be

was created or sent by the person purported to have created or
sent it

was created or sent at the time purported
Is consistent and correct
Is complete and unaltered

must be able to be located, retrieved, presented and
interpreted for the full duration of its retention period

17
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The Check List

* You'll need a combination of documented policies and procedures, governance
and tools such that:

— all records are identified

— all systems holding records are identified
— records are correctly classified

— metadata is captured and preserved

— approved file/data formats are used

— the records capture and declaration process can be demonstrated as integrated into
normal business practices

— information security classifications and access permissions are applied
— retention and disposition rules can be acted upon

— processes (and tools) are in place to manage legal holds

— system security/integrity processes are in place

— change management procedures exist for documentation and systems
— roles and responsibilities are understood

18
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Phased Approach

Phase |
= |nventory of records and recordkeeping repositories
= File clean up

- applications, such as FileBoss, to identify and delete duplicates and old information stored on personal and shared drives,
according to branch-specific business rules

— less expensive nearline and offline storage options for older documents that may still have business value but are not
regularly accessed

- the common “Post Office” option for email to eliminate duplicates
= M Awareness campaign
= Userinvolvement in developing high-level business classifications
= Options explored for implementing tagging in desktop tools
= Documentation of processes and standards
Phase 2
= Continued Awareness campaign and documentation efforts
= Automated tagging integrated into desktop tools
= Implementation of a Quality Assurance Program

= Business case for a trusted digital records repository, as part of the common platform for
universal access and collaboration

Phase 3
= |mplementation of a trusted digital records repository (backroom)



Systemscope

Information Management and Transformation Partnerships

Some Tools to Help

= FileBoss

= Cogniva’s ISIS

= Autonomy Records Management

20
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Discussion

Thank You

Linda Daniels-Lewis
Systemscope
daniels-lewis@systemscope.com

Mobile: 613 868 7274
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